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niO Bvatuation nep
Frocurement of l,lanaeed Securiry.- Service (IISS) for Securifi" Operation Centre (SOC)

I Name of Procuring Agency sindh Bank Ltd.

Tender Reference No. sNDB/COl(/ADM IN tT D t I 31 0/2024

Tender Description
P-"-"--t 

"fMa"agd 
Security Service (MSS) for Security Operation

Centre (SOC)

4 Method of Procurement Single Stage One Envelop Bidding Procedure

5 Tender Published & SPPRA S. No.

SPPRA S. No. T00 531-23-0017

Express Tribune, Sindh Express, Daily Express (14/05/2024)

6 Total Bid Documents Sold 02

1 Total Bids Received 02

8 TcchnicallFinancial Bid Opening Date 1610412024 Tine: I l:30 Hours

9 No of Bid Technically Qualified 2

l0 Bid(s) Reiected 0

S. No. Nsme ofCompsny Cost Offered by Bidder Ranking in Terms
of Cost

Comparison with
Estimated Cost
(Rs.13.000.000/-)

Reason for
Acceptance/

Reiection

Remarks

0 I 3 I 5 6

I

M/s ReMerz
lnformation Security Rs.10,699,992l- l'' Lowest Bidder

Rs.2,300,008/-
Below with the estimated

cost

Accepted Being the most

advantageous bid

M/s Trillium
Information Security

Systems

Rs.17,935,134/-
2"d Lowest Bidder

Rs.4,935,1341
Above with the estimated

cost

2d Lowest Qualified Bidder

Note: Accordingly, going through the Technical/Financial evalustion criteria hid down in the tcnder

document. M/s Rewterz Informrtiotr Security is the most sdvrntageous bid and hence recommeoded for Managed

Security Service (MSS) for Security Operstion Centre (SOC) to Sitrdh Brnk Ltd'

Members - Procurement Committee

(Mr. Dilshad Hussain Khan) ChiefFinancial Officer - EVP - Chairperson

(Mr. Arshad Abbas Soomro) Head of Administration'SVP'Member

(Mr. Syed Muhammad Aqeel) Chief Manager, IDBL, KHI -AVP - Member
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SNSONBANK
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(Mr. Syeftsad Ali Shah) RGM Sindh-5EVP-Co-opted Member

(Mr. Syed Ata Hussain) EVP-|.T. Head- Co-opted Member

PowrR To THE PEoP!! 'r 
I

SU BJ ECT:

Farhan a Siddiqui
AVP-l/Admin Division

Members - Procurement Committee

(Mr. Dilshad Hussain Khan) Chief Financial Officer - EVP - Chairperson

(Mr. Arshad Abbas Soomro) Head of Administration - SVP - Member

(Mr. Syed Muhammad Aqeel) Chief Manager, IDBL, KHI -AVP - Member

SND B/COI(ADM INfi D I 1 37 O I 2024

Dalei 30-07-2024

S. Zeeshan ul Haq

SVP/lT Division
Ather lqba I

VP-ll/Admin Division
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UAN : +92-11l-333-225
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WEB :wvnfl.sindhbankltd.com
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Bid Validity Extension

Dear Sir/Ivladam,

In reference to the bid security submitted to Sindh Bank against the tender
"Procurement of Managed Security Service (MSS) For Security Operation
Centre (SOC)", Rewterz Information Security is requesting to grant us the
extension of bid validity for another 90 days as the contract is still under review.

Looking forward to your corporation,

Regards,

Ia
:'{

eba Najam
Manager Sales Operations
Rewterz Information Security

205, Asia Pacific Trade Center, Rashid Minhas Road, Karachi, Pakistan | +92'l- 34630460

info@rewterz.com I www. rewterz.com
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Sindh bank is planning to acquire Security Operation Center (SOC) Services to improve its cyber

security posture and fi,rlfil its security requirements.

The bidder's team is required to accurately detect and prioritize threats, and provides intelligent insights

that enable teams to respond quickly to reduce the impact of incidorts by consolidating log events and

network flow data from the devices, and applications wilhthe help of SIEM'

Bank is envisaging a resource-sharing model that will be an onsite monitoring services ona 24*7*365

basis offered by thi vendor. Onsite service shall include deployment ofresources as per demand ofbank

mentioned in schedule ofrequirement, at Sindh bank Head Office, Karachi.

The vendor should provide the fotlowing SOC related services by deploying their resourcesin Sindh bank,

as per below details.

(The below details of activities to be performed by On- Prernises deployed SOC Level l/lrvel 2 I and l*vel 3

Engineers (as ongoing activity).

t. SOC Level I Enqineer to be deployed in Sindh Bank Premises

soc Ll Engineers should at leasl 2 Years oforperience ofsoc, having bachelor degree in relevant

field.

The key respomibilities of Ll resource include but not limited to the following:

a. MonitoringandAnalysis:
i. Continuously monitor security alerts and events generated by SIEM

SolutionvsecuritY systems.

ii. furalyze security alerts and incidents to det€rrninetheirseverity andpotential impact on

the organization.

b. Incident Triage:
i. Conduct initial triage ofsecurity incidens to assess the scope and urgency.

ii. Classifu and prioritizr incidents based onprcdefined critaia.

c. AlertHandling:

,,,r...i'itn Div,

i.
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\?/Admin. Div.
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VP/Admin. Div.

d.
security incidents.

Escalation:
i. Escalate incidents to higher-level analysts or incident response teams asnecessary'

ii. Provide daailed and accurate information for escalated incidents.

Documentation:
i. Maintain detailed and accurate records ofall security incidents, including actions

taken and outcomes.

ii. Document incident handling as per Information Security Incident

Management Prccedures and contribute to lsrowledge base development.

f. Collaboration:
i. Collaborate with other SOC team members to share information andinsights.

ii. Communicate effectively with relevant stakeholders during incidentresponse.

g. Tool Utilization:
i. Utilize available security tools and technologies to investigate and respond to

incidents.

ii. Report any issues or gaps in security tools lo senior analysts for resolution.

h. Compliance Monitoring:
i. Monitor security conhols with respect to conpliance with approved policiesand

regulations.
ii. Report any deviations from compliance standards to senior analysts or

management.

i. ShiftHandover:
i. Provide compreherxive shift handover to ensure smooth transitions betweenSOC shifts.

ii. Share critical information with incoming analysts regarding ongoingincidents

and notewonhy activities.
j. Basiclncident Mitigation:

i. Help,{mplernent basic incident mitigation measures as per predefinedprocedures.

ii. Follow established protocols for isolating affected systerns or networks.

k ThreatlntelligenceProcess: v
i. Integnte threat intelligence feeds into daily monitoring activities.

ii. kverage threat intelligance to enhance incident analysis and response.

l. Adherence to Policies:
i. Ensure adherence to security policies andprocedures with respect to Secudty

IncidenceJMonitoring.
ii. Report any policy violations or weaknesses to,senior analysts and management.

(\ I
Waheed

Division
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Eligibility Criteria

S. No. Requisite 'Evidence required to
be attached

Compliance / Proof

1

Minimum Three (03) Years in

business in the
relevant field

Letter of lncorporation /
Company Registration

Letter / Letter or
Declaration of

Commencemenl of
Business / NTN.

{attach as Annexure "1")

Yes No

2 Turn Over in last
Three (03) Years should be at

least 50 million
Audlt Report / Tax Return
(attach as Annexure "2")

Yes
No

3 Registration with lncome Tax ,

SRB and Sales Tax
NTN,SRB&GST

Certificates
(attach as Annexure "3")

Yes
No

4 Bidder must be providing
24x7 x365 days on-site/offsite
SOC service to at least three

(03) Banks in Pakistan other than
Sindh Bank

Attach Documentary
Evidence/Certificate

(aftach as Annexure "4")

,{
No

5 Bidder must be providing

24x7x365 days on-site/offsite
SOC and Cyber security

consultancy services in Pakistan
for at least thtee (03) years

Attach Documentary
Evidence/Certificate

(attach as Annexure "5")
Yes No

T
Qualified / Disqualilied

A\?/ I.T. Division.

Hassan Raza

VP/ Finance Division

Memhers - Procurement Committee

(Mr. Dilshad Hussain Ktran) ChiefFinancial Officer - EVP - Chairpenon

(Mr. Arshad Abbas Soomro) Head of Administration-SvP-Member

(Mr. Syed Muhammad Aqeel) Chief Manager, IDBL' KHI -AVP - Member

Syed Zeeshan-ul-Haq

SVP/ I.T. Division

Siqnlture ,/

JN!,w
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Eligibility Criteria

o^/
AVP/ I.T. Division.

Members - Procurement Committee

(Mr. Dilshad Hussain Khan) Chief Financial Officer - EVP - Chairperson

(Mr. Anhad Abbas Soomro) Head of Administration-SVP-Member

(Mr. Syed Muhammad Aqeel) Chief Manager, IDBL, KHI -AYP - Member

0
L

e,

Syed Zeeshan-ul-Haq

S\?/ I.T. Division

S. No. Requisite 'Evidence required to
be attached

Compliance / Proof

1

Minimum Three (03) Years in

business in the
relevant field

Letter of lncorporalion /
Company Registration

Letter / Letter or
Declaration of

Commencement of
Business / NTN.

(attach as Annexure "1")

Yes No

2 Turn Over in last
Three (03) Years should be at

least 50 million
Audit Report / Tax Return
(attach as Annexure "2")

Yes
No

Registration with lncome Tax ,

SRB and Sales Tax
NTN,SRB&GST

Certificates
(attach as Annexure "3")

YJ
No

4 Bidder must be providing
24x2x365 days on-site/offsite
SOC service to at least three

(03) Banks in Pakistan other than
Sindh Bank

Attach Documentary
Evidence/Certificate

(attach as Annexure "4")

,&
No

5 Bidder must be providing

24x7x365 days on-site/offsite
SOC and Cyber security

consultancy services in Pakistan
for at least tfuee (03) years

Attach Documentary
Evidence/Certificate

(attach as Annexure "5")

,( No

Qualifted / Disqualified

Hassan Raza

VP/ Finance Division
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FOR SELECTION OF

Head of Administratio n

Chief Finan cia I Officer

Chief Manager [IDBL)
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Price Schedule

5iGNAI'URE MEt'l

Hcad - Fin Div,

llead - Admin Div

l,iember.lDBL,

Date:

205, Asia Pacific Trade Center, Rashid Minhas Road, Karachi, Pakistan I +921- 34630460

info@rewterz.com I www. rewterz.com

rB$k3

5r NO Item lost per Month in Pak Rs. (lncluding

rllgovt taxes
No of Month5

Total yearly Amount
in Pak Rs. (lncluding
all govt taxes)

1

Procurement of Managed Security Service

(MSS)for Security Operation Center (SOC)
391,556 2 r0,699,992

F=Ut=fZ
informatian =ecuritq
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SIGNATURE ME

1, Services - Prices
Head'Fin Div,

pRICE ScHEDUtlad' Admin Div'

(Appticabte for tt e vea, zoJl$$!E!'toat'
Datel

Name of Bidder: Trillium lnformation Security Systems

2. Terms & Conditions:
1. Prices above are in PKR valid for 90 days from the date of this p

2. Project Plan and Activity start date will be shared after issuance of PO.

3. Payment Terms- proposed below or TBD mutually:
o 5oo/o at the time of project initiation
c 50% after completion of 06 Months

PC.ADMIN

Procurement of Managed

Security Service (MSS) For

Security Operation Center

VA/PT Tools

Burp Suit Professional - 01

Year Subscription

1,469,000

Nexpose Subscription -

Licensed for number of

assets: 128 lPs

Jot.0, fiagEry

Copyright @ Trillium lnformation Security Systems (Pvt.) Ltd. All rights reserved.

S. No ltem Cost Per Month in
Pak Rs.

(lncluding all govt

taxes)

*Total yearll

Amount in Pak Rs.

(lncluding all govl

taxes)

No. of months

01

1,356,000 t2 75,272,000

S. No ltem Cost Per Month in

Pak Rs.

(lncluding all govt

taxes)

tTotal yearll

Amount in Pak Rs.

(lncluding all govl

taxes)

No. of months

01

N/A T2 194,t34

02

N/A N/A

Page 2 of 3
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Scope of Work

Sindh bank is planning to acquire security operation center (Soc) Services to improve its cyber

security posture and fulfil its security requirements.

The bidder's team is required to accurately detect and prioritize thrcats, and provides intelligent insights

thal enable teams to respond quickly to reduce the impact of incidents by consolidating log events and

network flow data from the devices, and applications withthe help of SIEM.

Bank is envisaging a resource-sharing model that will be an onsite monitoring services ona 24+7*365

basis offered by the vendor. Onsite service shall include deployment ofresources as per demand ofbank

mentioned in schedule of requirement, at Sindh bank Head Office, Karachi.

The vendor should provide the following SOC related services by deploying their resourcesin Sindh bank'

as per below details.

(The below details of activities to be performed by On- Premises deployed SOC I*vel TlLevel 2 / alld l*vel 3

Engineers (as ongoing activity).

r. SOC Level I Enqineer to be deoloyed in Sindh Bank Premises

SOC Ll Engineers should at least 2 Yean ofexperiorce ofSOC, having bachelor degree in relevant

field.

The key rcsponsibitities of Ll resource include but not limited to the following:

a. Monitoring and AnalYsis:
i. Continuously monitor security alerts and events generated by SIEM

Solutions/securitY sYsterns

ii. Analyze security alerts and incidens to daennine their severity and potential impact on

the organization.

b. IncidentTriage:
i. Conduct initial aiage ofsecurity incidents to assess the scope and urgency.

ii. Classil! and prioritize incidens based on prcdefinod criteria.

SIGNATURE t,lE14BE

litad - Fin Div,

liead .Admin Div,

l,lember.lDBL,

Date:

c. Alert Handling:
i. Respond to security alerts and incidents il a timely manner.

ii. Execute Information Security Incident for handlingcommon

br-l
Waheed



d.
secwity incidents.

Escalation:
i. Escalate incidents to higherJevel analysts or incident response teams asnecessary.

ii. Provide detailed and accurate infomntion for escalated incidents'

Documentation:
i. Maintain detailed and accurate records ofall security incidents, including actions

taken and outcomes.

ii. Document incident handling as per lnformation Security Incident

Management Procedures and contibute to knowledge base development'

f. Collaboration:
i. Collaborate with other SOC team members to share information andinsights'

ii. Communicate effectivety with relevant stakeholders during incidentresponse'

g. Tool Utilization:
i. Utitize available security tools and technologies to investigate and respond to

incidents.

ii. Report any issues or gaps in security tools to senior analysts for resolution.

h. Compliance Monitoring:
i. Monitor security conhols with respect to compliance with approved policiesand

regulations.
ii. Report any deviations from compliance standards to senior analysts or

management.

i. ShiftHandover:
i. Provide comprehensive shift handover to ensu€ smooth transitions betweenSoc shifts.

ii. Share critical information with incoming analysts regarding ongoingincidents

and noteworthy activities.

k.

j. Basic Incident Mitigation:
i. Hetp/Implernent basic incident mitigation measures as per predefinedprocedures.

ii. Follow established protocols for isolating affected syslerns or networks.

Threat Intelligence Process:
i. Integra.te threat intelligence Ibeds into daily monitoring activities.

ii. trverage threat intelligorce to enhance incidort analysis and response.

Adherence to Policies:
i. Ensure adherence to security policies and procedures with respect to Secudty

Incidences/Monitoring.
ii. Report any policy violations or weaknesses t senior analysts and management.

VP/Admin. Div.


