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SCOPE OF WORK / IECIIN ICAL SPECIFICATION

Sindh Bank Limited requkes Supply and lnstallation of a PrivileSe Access Management (PAM). The
requirement will be issued on need basis. Ther€fore, quantity may vary depends on the requirement of the
banl! accordinSly b.nk willnot be responsible ifthe quantity ask€d is not as per scope ofwork below and in
this context no clalm will be entertained, Payment will be done on supply of actual numbers of ltems, Th€
purchase of item willbe spread over theyear as needed.
Requlred items should strictly be original/Senuine and in accordance with the below speciffcations.

Compliance

The solution should be a leader in Gartner's m6gicquedrant

oEM should have at leastTwo deployments in Pakistan

To minimaze hardware footprint, the vendor must b€ ableto rotate passwords, support authentication
against Ao, run account discovery and also function as.n RoP and SSH jump hostwith ONLYoNE

Windows service on ONEvM

The proposed solution cannot rely on non-standard or proprietary components such as proprietary

databases or network protocols. The vendor mustallow the ose of standard tools provided by the
database vendor to manage the vaultdatabase,

The database used by PAM is manaSed by industry'standard database tools. EB M55Qt Management

Studio. There is no need to use PAM vendor-provided proprietary toolto manage the database to
preventvendor lock-in.

PAM vendor's vaultdatabase must support Transparent Data Encryption(TDElif required.

The proposed solution must have out ofthe box integration at the aPllevelfor popular RPAsolutions,

UiPath and BlueprGm.

secret €rase workflow

The proposed solution must have a user_friendly confiSura ble wayto support launching thick clientt

without relying on scriptinS- Anyclient applications that can be launch from command prompt

manually can be configured from the sin8le pane ofSlass interface withoutthe need forveodors

professionalservices.

The proposed solution must not require middleware applications or pluS_in like usinS RPA tools su'h

as Autolt and Selenium for launching an application ifthe application can be launched from the

command line with username and password parameters.

The proposed solution must support a configuration where RDP & SSH sessions are brokered through

PAM's own "jumpbox"/proxy component wiihout Microsoft Remote Desktop s€rvice lnfra

The vendor must provide the option ofseperately licensed thick client software that can be 
'nstalled

on administrator'; windows laptop/desktop and Macbook' This software can retrieve secretfrom

PAM vault, manage SSH and RDP connection and launch SSH and RDP launch directly as an alternative

to PAM webconsole.

To rmprove usabilityforserver aod network ad min istrators' vendor must provide thick cl€nt software

,",iJ, r*t."" tr*, f."ourite asselstogether and launch multiple sessions in on€ sin8le click'

ry



14

Solution must be provide a web extension for browsers so that onboarding newweb applacation loSin

can be seamless without professionalservices. The web extension must su pport fkefox,chrome,opera
and safari.

15
Thisweb browser extension must be able to inject credentials automatically on web paSes without
any scripting or customi2ation or relyingon additionalselenium plugin.

16

The proposed solution mult provide a separate account type which is non charSeable and free for
application to use to authenticate ageinst proposed solution to use it's APl. This account type is

different from standard user so that it do€s not consume u5er license.

77

The proposed solution must protect data at rest with multiple layer of encryption beyond AES256 and
give customer option to create workflowfor 2nd layer of encryption layer on top of defa ult encryption
for static sensitive password. This means at least 2 person need to enter their password to decrypta
secret. The 2nd person's password is the key to the 2nd layer of encryptaon at the data level

18
The proposed golution must be able to calculate password entropy score for measuring the difficulty
of generated password by defined password policies being cracked by brute force attack.

/1 -

/,,,-
M. xhelid

lT Div
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SCOPE OF WORK /TECHNICAL SPECIFICATION

Sindh Bank Limited requir€s Supply and lnstellation of a Privilege Access Mana8ement (PAM). The
requirement will be issued on n€€d basis. Therefore, quantity may vary depends on the requirement of the
bank, accordingly bank willnot b€ rerponsible if the quantity asked ir not as per scope ofwork below and in
this context no claim will be entertained. Payment will be done on supply of a€tual numbers of items. The
purchase of item will be spread over the year as needed,
Required items should strictly b€ oriSinal/genulne and in accordancewith the below specifications.

,ft 3"u*o

S no. Compliance

1 The solution should be a leader in Gartner's ma8ic quadrant

) OEM should have at least Two deployments in Pakistan

3

To minimize hardware footprint, the vendor must be able to rotate passwords, support authentication
against aD, run account discoveryand alsofunction as an RDP and SSH jump host with ONTYONE

Windows service on ONE VM

The proposed solution cannot rely on non-standard or proprieta ry compone nts such as proprietary

databas€s or network protocols. The vendor must ellow the use ofnandard tools provided byth€
database vendor to mana8e the vauk database.

5

The databese used by PAM is managed by indu5try-standard databese tools. E8 MSSqL Management
studio, There is no need to use PAM vendor-provided proprietary toolto manage the databaseto
prevent vendor lock-an.

6 PAM vendor's vault database must support Transparent Data Encryption(TDE) if required.

1
The proposed solution must have out ofthe box inteSration et the APllevelfor popular RPA solutions,

UiPath and Blueprism.

8 Secret Erase Workf ow

9

The proposed solution must have a us€r-friendly confiSurable waY to suppo( la u nching thick clients

without relying on scriptinS. anyclient applicationt thatcan be launch from command prompt

manually can be configured from the single pane ofglass interface withoutthe need forvendors

profess'onalserv(es.

10

The proposed solution must not require middleware applications or plug-in like using RPAtools such

as autolt and Selenium for launching an epplication if the application can be launched from the

command line with username and password parameters.

11
The proposed solution mustsuppo( a configuration where RDP & SSH sessionsare brok€red throu8h

PAM'5 own "iumpbo("/prory com ponent without Microsoft Remote Deshop Service lnfra

t2

The vendor must provide th€ option ofseperately licensed thick client software that can be installed

on administrator's windows laptop/desktop and Mecbook This software can retrieve secretfrom

PAM vaull manage SSH and RDP connection and launch SSH and RDP launch directlyas an alternativ€

to PAM web console.

To improve usability for server and network administrator' Vendor must provide thickclent softw're

.",iJ, rt*."" 
"*o 

f.rourite assetstogether and launch multiple sessions in one sin8le click-13

Ql
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Solution must be provide a web extension for browsers so thatonboardinS newweb application login
can be seemless without profes5ional servic€s, Th€ web extension must support firefox,chrome,ope ra

15
Ihis web browser e(ension must be able to iniect cred€ntials automaticallyon web paSes without
any scripting or customization or relyinS on additional selenium plugin,

16

Th€ propos€d solution must provide a separate account type which is non chargeable and free for
application to use to auth€nticate a8ainst proposed solution to use it! APl. This account type as

diff€rent from standard user so that it do€s not consume user licens€,

77

The proposed solution must protect data at rest with multiple layer of encryption beyond AE5256 and
give customer option to create worHlow for 2nd layer of encryption laye. on top ofdefault encryption
for static sensitive password. This means at least 2 person ne€d to enter their password to decrypt a
secret. The 2nd person's password is the keyto the 2nd layer of encryption atthe data level

18
The proposed solution must be able to calculate password entropyscore for measuring the difficulty
ofSenerated password by defined password policie5 bein8 cracked by brute force attack.

/1 .

A.
FarazAhmed

Admin Div

M. xhalid

lT Div
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Syed xhufrn waheed
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SCOPE OF WORI( / TEGINICAL SPECIFICATION

Sindh Bank Limited requires Supply and lnstallation of a Privilege Access Management (PAM). The

requir€ment will be issued on need basis. Ttereforq quantily may vary depends on the requirement of the
bank, accordingly bank wlll not be responsible ifthe quantity asked is not as per scope of urork below and in
this context no claim wlll be entertalned. Payment will be done on supply of actual numb€rs of ltems, The
purchase ofitem willbe spread over the year as needed,
Required ilems should strictly be ori8inai/genuine and in accordancewith the below specifications.

Compliance

The solution should be a leader in Gertner's maSic quadrant

OEM should have at least Two deployments in Pakistan

To minimize hardwar€ footprint, the vendor must be able to rotate passwords, support authentication
ageinst AD, run account discoveryand alsofunction as an RDP and SSH jump host with ONLYONT

Windows seNice on ONE VM

The proposed solution cannot rely on non-standard or proprietary components such as proprietary

databases or network protocol5. The vendor miJst allow the use ofstandard tools provided bythe
database vendor to manage the vault database.

The database used by PAM is managed by indusny-standard database tools. Eg MSSQL Management

Studio. There is no need to use PAM vendorprovided proprletary toolto manage the database to
prevent vendor lock'in.

PAM vendor's vault database must support Transparent Data Encryption(TDE) if required.

The proposed solut on must have out of the box integration al the API level for popular RPA solutions,

UiPath and Slueprism.

s.cret Erase Workflow

The proposed solution must have a user'friendly confiSurable wayto support launching thickclients

without relyinS on scrapting. any client applications that can be launch from command prompt

manually can be €onfiSured from the sin8le pane ofglass interface without the need for vendors

professiona I services.

The proposed 5olution must not requir€ middleware applications or plug-in like using RPA tools such

as Autolt and selenium lor launching an applicetion ifthe application can be launched from the

command line with username and password parameters.

The proposed solution must support e conflguration where ROP & SSH sessions are brokered through

pma'sown "iumpbox"/proxY com ponent without Microsoft Remote D€sktop Service lnfra

The vendor must orovide the option ofseperately licensed thick cli€ntsoftware thatcan be installed

on administraior's windows laptop/desktop end Macbook' This software can retrieve secretfrom

PAM vault, manage SSH and RDP connection and launch sSH and RDP launch directlY as an elternative

to PAM web console.

To improve usabilityfor server and network administretors, Vendor must provide thick clentsoftware

r" ii" rt"r."" g.w f.rourite assets together and launch multiple sessions in one single click

0-

S no.

1

1

3

6

I

9

10

11

t2

13



14

Solution must be provide a web extension for browsers so th.t onboardinS newweb application login
can be seamless without professionelservices, The web €xtenrion must su pport fir€fox,chrome,opera
and safari.

15
Thrs web browser extension mun be able to inje€t credentials automatically on web pas€s without
any scripting or customization or relyinS on sdditional selenium pluSin.

16

The proposed solution must provide a separate account type which is non chargeable and free for
application to use to authenticate against proposed solution to use it's APl. Thas account type is
diflerent from standard user so that it does not consume user license.

!7

The proposed solution must protect data at rest with multipl€ layer of encryption b€yond AE5255 and
give customer option to create workflowfor 2nd layer ofencryption layer on top of default encryption
for static sensitive password. This means at least 2 pe6on need to enter their password to decrypta
secret. The 2nd person's password is the keytothe 2nd layer of encryption atthe data level

18
The proposed solution must be able to calculate password €ntropyscore for measuringthe difficulty
ofSenerated password by defined password policies being cracked by brute force attack.

,.7

(tu-
M. Khalid

lT Oiv
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EliFibility Criteria

S. No. compllance / Proot

1
Bidder must be reSistered with the lncomeTax and SalesTax Oepartment
and must eppear on the ActiveTaxpayer List of FBR.

No

2
The bidder must either be a Manufacturer (oEM) or an authoriled Partner
ofthe oEM in Pakistan.

No

3

Bidder must have an AnnualTurnover ofat least PKR 100 Million in the
lastThree(03)financialyears. Audited Financial reportsorTaxStatements
are to be submitted with the proposal.

NO

The bidder/OEM proposed solution must be deployed in at least Two (02)

commercialBanks durinS lhe last threeyears.
NO

5
OEM must hav€ successfully done Two (02)d€ployments of solution in

commercialBanks.
No

6
Eidder must have a service and support office in at least two (02) major
cities of Pakistan including Karachi.

No

7
Eidd€r must not be blacklisted by any Sovernment, semi-8overnment, or
private organi2ation.

8
The bidder must submit an OEM authorization letterfor thh specific

No

9
Thequoted solulion mus! have an end of life beyond three (03) years at
the time of submission.

10 Bidder must be in relevant lT business forthe last Five (05)years. Yes"

Syed KhurrM waheed
AvP-ll / IT Div

S. Zeeshan
IT Div

\Ft{rZ

Memh€r - Pmcurcmert Commitlee.

(Mr Dilshad Hussain KIan) ChiefFinancial Officer - EVP- Chairperson

(Arshad Abbas Soomro) Head ofAdministration - SVP- Memb€r

(Mr Syed Muhammad Aqeel) ChiefManager , IDBL , KHI ' AvP- Member
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ElisibiliW Criteria

Meltrber - Procuremcnt Copmittee.

(Mr Dilshad Hussain Khan) Chief Financial Officer - EVP- Chairperson

(Arshad Abbas Soomro) Head ofAdminisration - SVP- Member

(Mr Syed Muh.mmad Aqeel) ChiefManager , IDBL , KHI , AvP- Member

s. No. Compliance / Proof

1
Eidder must be registered with th€ lncomefax and Salesfax Department
and must appear on the Active Taxpayer Lht of tBR.

YesV NO

2
The bidder must either b€ a Manufacturer {OEM}or an authorized Panner
oftheOEM in Pakistan.

No

3

Bidder must have an AnnualTurnover ofat learl PKR 100 Million in the
last Three l03lfinencial years. Audiled Financial reports or Tax Statements
are to be submitted with the proposal.

The bidder/O€M proposed solution must be deploy€d in at l€ast Two (02)

commercialEanl(s durinS the lasl threeyears.
No

5
oEM must have successfully done Two (02)deployments ofsolution in
commercialEanks,

Yey'

6
Bldder must havea service and support office in.t least two (02)maior

cities of Pakistan including Karachi-

1
Eidder must not be blacklisted by any Bovernment, semi-8overnment, or
private organization.

No

8
The bidder must submit an oEM authorization letterforthis specific
procurement.

9
The quoted solution must have an end oflife beyond three (03)years at
the time of submission.

10 Bidder must be in relevanl lT business for the last Five (05) years.

Syed KhunlHwaheed
AvP-ll / lT Div

llasan
Finance Div IT Div
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Elisibilitv Criteria

S. No. R€quirite complianc€ / Proof

1
Bidder must be registered with the lncomeTax and SalesTax Department
and must appear on the ActiveTarpayer tist of FBR,

2
The bidder must either be a Manufadurer (OEM) or an authorized Partner

ofthe oEM in Pakistan.
vesy' NO

3

Bidder must have an AnnualTurnover of at l€ast PKR 100 Million in the

last Three 103) financial years. audited Financialreports orTax Statements
are to be submitted with the proposal.

No

The bidder/OEM proposed solution musl be deployed in at leastTwo (02)

commercial Banks duringthe last three years.
Noy'

5
OEM must have successfully done lwo (02)deploymentt of solution in Noy'

6
Bidder must have a service and support office in at leasttwo (02)major

cities of Pakistan includinS Karachi.
No

/ Eidd€r must not be blacklisted by any government, semi_government, or
private or8anization.

No

8
The bidder must submit an OEM autho tation letter for this 5pecific

No

9
The quoted solution must have an end oflife beyond three (03)years at

thetime of submission-
No

10 Bidder must be in rel€vant lT busin€ss forthe last Five (05)Yeart. NO

(1

(fffr'"

MeEber - Procureme[t Committee.

(Mr Dilshad Hussain Khan) Chief Financial Officer - EVP- Chairperson

(Arshad Abbas Soomro) Head ofAdministration - SVP- Member

(Mr Syed Muhammad Aqeel) ChiefManager, IDBL , KHI ' AvP- Member

,t,
aheed

Finance Div
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8.6 FINANCIAL BID FORM/PRICE SCHEDULIi

ANNEXURE "f"

'fhh Totol Amount will be token os price offeted by the vendor.
. To !..ur. . flr.d ..1€, Slndh atnk n..d lo how lh. Itln! lo. rh. !.co.d a.d thi.d v..6.
1 rh b .mouit wlll b. .ons ld.r.d .! o.ly rh. "sld olLEd'. wh.Ers be as prlt.d r hat th c ,uc..i itul hldd.r wlll b. l h. one whos'

'Entu.r.d3:d'I,!h.los.n,(torlunh.r.hdrkal{on4lcr ot. 6b.low).

1. The companywillbe considered disqualified from thevery out5et, if not GST registered.

2. The .ost must include all taxes, stamp dutY (as applicable under Stamp act 1989) dulv stamped

onthecontract agreement, inttallation, commissioning, transpo.tation and labourcharges'

3. No advance payment forthe suPplY of equipment wlll be made, bills are onlv be processed for

necessarypayment on receipt of certificate of deliv€rY/satisfaction from the concemed officer.

4. €alculation of bid security.5% ofthe rToialAmount willbe submitted with the tender do.ument

as bid security in shape of Pay Order/Sank Guarantee in favour of Sindh Sank Ltd

5. lncaseitisreviledatanystaBeafterinstallaiionoftheequipm€ntthattheaskedspscification of

the tender have not beei met, the amount of the total installation ofthat specific equipment will

be lined lo the vendor with approPriate action as deemed necessary bv the procurement

5. The successfulbidder willbethe onewhos€ totalsum ofcost is the lowest. as it ls packagetender,

so no partaal low€tt cott willbe considered for award ofanY work.

7 Qua lified company will also b€ bound tosign a bond/undertakingthat incase ofanv obseruation

arising in respect of quality of the equipment within the warantv period, the companY wi I be

liableio address it at hC own cost, non compliance ofthe same will result into initiation ofa cat€

against the compa ny for non_commitment

8. Aii conditions in the contract agreement attach€d as Ann€xure G ar€ pan of this tender

9. The tender will be contidered cancelled if the contrad agreement after du€ siSnature is not

submitted with Admin Office aft€r 5 davs ofcompletion ol bid €valuation report hoistins perlod

(7 dayt oh SPPRA website

10. ihe t;nder will sta nd cancelled if a nv of the Siven condition of the tender in not met in strictlv at

per the requisite of the tender document

11. ln case th€ finan€ialbidsarethe eame, the succestfll bidder will be the one who hasthe highest

turnover of the two blddeG

tldn llhd. (dr!!t.lq trtd
I,t, tl2tr75ra..rt tr t tlr

ortH tL-N.d(!rlQ I
I tA r.ri.- !t l-a l/BE

--a- Etb

Name of Bidder :

PRICE SCHEDULE

(Applicable for the year 2024-2025)

Pttc,J - ;Jazz

PrivilegeAccessManasement{PAM) {2s useB) lhen5e/W ranV/Suppon

2dvear s!b5criprionand/orSuppo con (2s useE) ,1,53,1,02?

3d vear 5!bs(iprion andlor S!ppon Cosl (2s u5e6) 1,581.027
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ANNEXURE "F"

8.6 FINANCIAL BID FORM/PRICE SCHEDULE

Ifo be sioned & ttomped bv the Eiddet ond rcotoduced on the leftet heodl
PRICE SCHEDULE

(Applicable for the year 2024 2025)

Name of Bidder
5.NO

1 PiivileSe Accett ManaSement IPAM) (2s useB) ricen5e /wa(antY/suppon 198,803 25 4,910,01o

2dyear rubrcription andlorsuppon Co( (25 use6) 218,683 25 5,461,411

ldyear subscript on and/or support Con (25 useE) 244,592 25 6,014,799
rToral Aoounr {ln PxR) 16,451,946

lThis latol Anount willbe token os price aJJered by the vendat-
.roi..uErtn d 0i.,slndh3..*nedro lnowrhe prldtlorth.tkond.nd$ndY..d.
. rtB.mou dl b. @.51d@d t! only rh. 'aB ofid.d' wh.E6 h..rc.k d lh.l lh. t@$ful bldder wlll b. lh. on. whor.

'Ehtu r.d Bi,' b rh. Ls€n. {Fo. lu.th.r.Ldft.tb. Erd xol.. 5 b.lo*).

1. The companywillbeconside.ed disqualified from theveryo!i5et, ifnolGSI registered

2. fte con must include all tates, stamp dutY (as applicable unde. Stamp Acl 1939) dulv stamped on lhe

conrracraSreemen!installalion,.06mit5ionlnE,transportalion3ndlabourcharSe5.
3, No advance payment forlhe supply ofequipment willbe made, bilk are onlv be proce55ed for nece$arv

payment on.eceipt ofce i,icate otdelivery/sali5faciion fiom lhe concerned olricer.

4. Carcurarion ot bid tecuritv. 5* of the 'rotar Amount will be 5ubmitted *ith the tender documenr a5 bid

se.uritv in shape of Pay O.derlBank Guarantee in lavour olSindh Bank Ltd.

5, h case ilis reviled at anysiage after lnstallation ofthe eq(ipment lhal lhe asked specilication ofthe tender

have not been met,lheamounl ofthe lolalinsiallationofthat specilicequipmentwlllbe lined rolhe vendor

wilh appropriale action atdeeded nece$ary bv the procurene^l comminee

6. The succe5stulbidde. willbelhe one whosetotalrum of cost is lhe lowelr Ar it is package tender, so no

pa(iallowest cost willbe considered for award ofanv work

7- qualfiedcompanywillaltobeboundrorignablnd/undertaklnsthatincaseofanY obeeruation ari5in8 in

resped ofqualiiy of lhe eqlipment *ithin the wa antv period,lhe companY willbe liableto'ddrets n at

hi!own con, non-compliance of fte same willresllt inro initiatlonofa c.!e against lhe companv tot non_

8. Allconditions in lhe conlrad a8remenl ettached a5 Anne&re G .re pa.t of thlttender doclm€nt'

9. The tenderwillbe contidered cancelled ilthe contract agreement afte. due 5isnarure it nol submited with

Admin office ater 5 daYs ol cohplelion ol bid eval(ation report hoi$in8 pe'iod {7 davt) on SPPRAwebsite

10. Therender williand cancelled ifanv oltne civen condition ollhetende' in not mel in strictlY as perthe

requirite ollhe lender document

11. ln casethe linancialbidsarethe same,lhe slccesslulbidderwillbe theonewho ha3 the highesrtuhoverol

12. Pre Bid Meeti.S: within one week (For anv Clarifiolion)
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Secure Networks (h .) Ltd'

Oftce No-BI, Second Floor, Plot No 59-C, g
24tn Commercral Street, Tauheed Commel(lal Area,

DHA, Karachl, Pakislan

Be Secured
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